Outlook to Automotive SPICE v4.0
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+ Approval Automotive SPICE 4.0 Yellow Print (Draft) : 2023. 3&

+ Approval/Publication Automotive SPICE 4.0 + Guideline : 2023'3 9& (transition to 2024. 6&)
 intacs Hardware Engineering PAM - Integrate in Automotive SPICE 4.0

* intacs Mechanical Engineering PAM - Do NOT Integrate in Automotive SPICE 4.0 yet

+ intacs Data Management PAM > Do NOT Integrate in Automotive SPICE 4.0 yet (Maybe 4.1)
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Automotive SPICE v4.0 Key Concept

Key concept 1 Plan Changes Processes

« A (11 processes): ACQ4, ACQ11 to 15, SUP2, SUP4, SUP7, REU.2, SPL.1

« I3 (6 processes): MAN.7, ACQ2, SEC.1 to 4
> ASPICE for Cybersecurity PAMS| ZZ M| AT}

« Al (15 processes)
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- Hardware processes: HWE.1 to 4
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- Machine learning processes: MLE.1 to 4,
- SUP11_Data Management Machine Learning
- VAL.1_Validation

« 178 (4 process +@)

- Major changes: SPL.2, MAN.5, ACQ4, REU.2
- Small adaptions: all others if needed
Cybersecurity Engineering Process

Acquisition Process Group (ACQ) System Engineering Process Group (SYS)

Group (SEC)
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Analysis
Supply Process Group (SPL) SEC3
SY5.3 SV5.4 Risk Treat Verification
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Product Release Design Integration Test 4
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Process Improvement Process Supporting Process Group (SUP, 7)

Group (PIM)
SUP.1 Sur.g SUP.9 SUP.10 SUP.11
e Quality Assurance Configuration Problem Resolution Change Requests Data Management
Process Improvement Management Management Management Machine Learning
Brimary Life Cycle Processes Qrganizational Life Cycle Processes Supporting Life Cycle Processes Basic Scope |Scope of ASPICE Cybersecurity |
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Automotive SPICE v4.0 Key Concept
Plan Changes BPs (Base Practices)

2-1: Mapping tables BP and "Information Item" to process outcome

7|ZE2| "work products”"= “output information item”"2 2 &0{7} HZ L1 ISO 33060
concept 7|8t 2 BP, output information item2} process outcome?| mapping tableO|
7He o8 L C
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MAN.3 Project Management

QOutcome 1
Qutcome 2
Qutcome 3
Qutcome 4
Qutcome 5
QOutcome 6
Qutcome 7

Output Information item
08-53 Scope of work

14-xx Work package

13-04 Communication record X
13-16 Change request
13-19 Review record X
14-02 Corrective action register X
14-06 Schedule X X
14-50 Stakeholder groups list X
15-06 Project status report X X
Base Practices
BP1: Define the sope of work X
BP2: Define project life cycle X X
BP3: Evaluate feasibility of the project X
BP4: Define and monitor work breakdown structure
BP5: Define and monitor project estimates and resources X
BP6: ensure required skills, knowledge, and experience

BPT: Identify and monitor project interfaces and agreed
commitments

BP8: Define and monitor project schedule X
BP9: Ensure consistency X X X
BP10: Review and report progress of the project X

x

>
x
x

x

XX | XX

XXX

>
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Automotive SPICE v4.0 Key Concept

Plan Changes BPs (Base Practices)

2-2: Re-integrated Traceability into Consistency
« Traceability 22 BPE2 17 ASPICE v2.501 A 2|t HEQL ZH0| Consistency?t &8t kl=
Aoz HFE o YL L.

ASPICE v2.5 ASPICE v3.1 ASPICE v4.0
ENG.4.BP7: Ensure consistency SWE.1.BP6: Establish bidirectional SWE.1.BPx: Ensure consistency
and bilateral traceability of traceability. and bilateral traceability of

system architectural design to

system architectural design to
software requirements.

software requirements.
SWE.1.BP7: Ensure consistency.

2-3: Revision of Notes
+ BPO|A 7|&=E[= NoteO| M ERSH= LHEO0| EC} Y25 HAE o YL

ASPICE v3.1 - MAN3.BP4 ASPICE v3.1 - MAN3.BPx
NOTE 3: Project activities typically NOTE x: Work packages form
cover engineering, management and engineering, management and
supporting processes. supporting processes may be
organized in work breakdown
structure.
AR|LOf, 2ta], X HF7t == 7 I{7|X[= WBSO| M AX|L|O{ &,
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2-4: Planning-aspect shifted to Level 2
 Level 1 O A "d2|St= T2 (Strategy) 2t LHES2 25 Level 2 GPOAM He|gt= A2
2 wzg
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Automotive SPICE v4.0 Key Concept

Plan Changes GPs (General Practices)

PA (Process attributes) 2.1, 2.2
« PA2.1:7|Z& GP 2.1.31} 2.1.4E APICE 4.029]| 21422 S3gtEl
« PA 2.2: 7|& SUP.7(Documentation)E ASPICE 4.02| 2.2.32 2 C{Xet

Performance Management Attribute Documented Information Management
Attribute

GP 2.1.1 Identify the objectives{and define a strategy Jor the GP221 Define the requirements for the documented
performance of the proceSs: information.

GP 212 Plan the performance of the process to fulfill the GP 222 Define the requirements for documentation and control
identified objectives. of the documented information.

GP 213 Monitor and adjust the performance of the process GP 223 Identify and control th€ documented information.
GP 214 Define responsibilities, authorities aQd infrastructure GP 224 Review and adjust documented information to meet
needs. i

the defined requirements.
GP215  Identify and make availabld
infrastructure resources.

GP 2.1.6 Manage the interfaces between involved parties.

PA (Process attributes) 3.1, 3.2
« PA 3.1: 7|Z GP 3.1.22 ASPICE 4.0°| GP 3.1.1E &Y
« PA3.2: 7|F 67l GPE th=3l510] 4712 GPE ST E

m Process Definition Attribute w Process Deployment Attribute

GP 3.1.1  Establish(and maintain the standard process. GP 3.2.1  Deploy a defined process.

S|

0
$.3.8

GP 3.1.2 Determine the required competencies. 3.2.2 Ensure required competencies for the defined

roles.

GP 3.1.3 Determine the required infrastructure. 3.2.3  Ensure required infrastructure.

GP 3.1.4 Determine suitable methods to monitor the GP 324  Monitor the performance of the
standard/defined process. (defined/deployed) process.

]

EX: intacs information letter(2022.10)
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Automotive SPICE v4.0 Key Concept

Separate PAM for “Potential Analysis”

7|Z=9] Gap analysis@t 22 2&0| VDA 6.3 "Potential Analysis"?t At 2 WAooz
MEH Eol=lf& Lt

Potential Analysis= ASPICE PAMZ} &2|%|0 Fo|k|X|2H ASPICE 22 1 BPO| =FES &
H THSHA E L

Potential AnalysisOi| Al “H2|& At 2 Cigar Z5 LT

 Risk evaluation instead of process compliance

* Reduce risk of organizations with low process capability before nomination

« A Potential Analysis is not replacing an Automotive SPICE® assessment

+ Potential Analysis rating results not based on NPLF but rather red/yellow/green
« Several processes are bundled in groups. Processes designed for flexible use

« Potential analysis is to be performed by certified Automotive SPICE® assessors

« Scope consists of BASIC set with at least one plugin (SW, HWE, ...). Add FLEX
processes as needed.

+ Style and content in line with Automotive SPICE® 4.0
+ Engineering focus in configuration management and problem resolution
« Duration BASIC ~2 days

plugin ‘
! EX: intacs information letter(2022.10)
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